
May 19, 2005 

Opinion: Small Businesses Need To Stop Ignoring Security 

By Rob Enderle Security Pipeline
By the time small businesses start worrying about security, it's too late. We ignore risk until threatened by an
attack or natural disaster. If we're lucky, the threat passes us by, and we fall back into denial. If we're unlucky,
disaster hits, and it puts us out of business.

Denial about security is self-defeating because the cost of loss is devastating. That's especially true of small
businesses, where profit margins are often razor-thin.

I've had personal experience working in, and near, companies that learned those lessons the hard way. The
lucky companies only lost information of financial value. In one instance, a security breach resulted in seven
dead.

Moreover, as president and principal analyst of the Enderle Group, I'm a small businessman myself. In other
words, I don't just advice small businesses on security — I live it.

The time to think about preparing for a disaster or other loss is before the loss has occurred. It is not a trivial
process. We'll start out by reviewing the layers of security you need and close with disaster preparedness.

The Layers of Security

Physical Security: This is the first layer and often — unfortunately — the last for many companies. Physical
security means making sure your buildings are locked, your equipment is properly secured in the buildings, and
that people getting into secured areas are authorized to be there. Many thefts of personal computers in small
businesses resulted from people walking in off the street and walking out with a laptop computer containing
critical data.

I worked at a company with an office in England in an upscale business neighborhood. People used to come and
go, leaving their laptops on their desks and assuming, since the door required a badge to enter, that they were
safe. One afternoon, a thief walked in and grabbed several laptops, either by catching the door before it closed
or by being let in by someone else and not watched. We lost weeks of work.

In a second instance, at a company in Silicon Valley, a thief came in through open doors and helped himself to
notebook computers while the cleaning crew was straightening up. Once again, we lost several weeks of work.
This office had full perimeter and zone security which was worthless because the cleaning crew turned it off
and failed to secure the room while they were working.

More chillingly, businesses need to make sure that unauthorized people don't bring weapons into the
workplace.

I've been involved in that kind of security breach several times. A guard who reported to me was playing with
his gun in the restroom (don't ask). He shot and killed a transformer by firing through four walls. He also
ensured that future security guards were unarmed.

In another instance, two off-duty police officers were wrestling. One of them was armed where he shouldn't
have been, and drunk. My staff ran for help and no one was hurt.
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When I first moved to Silicon Valley to take a job in human resources, my departing predecessor was faced
down by an irate husband whose wife was being abused by her manager. This guy felt that since he couldn't
find the manager the HR director would do.

And, finally: I worked four blocks away from ESL Corp., when Richard Farley killed seven people at the company
with a shotgun. Farley's was one of 23 workplace spree killings between 1986 and 2003 chronicled in a brief
report by the University of Massachusetts Lowell Department of Work Environment.

Weapons have no place in the workplace. But they do show up there and employees need to know what to do
if someone behaves in a hostile and violent way. Customers, competitors, spouses, and ex-employees can often
turn deadly and knowing what to do can save your life and the lives of others.

Companies need to make sure procedures are in place to physically protect employees. Companies need to
establish rules that prevent large numbers of employees from traveling on the same airplane or working in the
same physical location unnecessarily, so that one disaster can't incapacitate a catastrophic number of people.

System Security: We increasingly live in a virtual world. People don't have to enter into our sites to steal our
data or damage our systems. Anyone who has access to a system can do significant damage to it unless
extreme care is exercised. One laid-off CIO used his unrevoked authorization to erase most of the critical
company databases because he didn't feel he had been treated with the proper respect.

Security managers need to make sure that employees have the correct authorization for systems they need, and
that authorizations can be quickly changed based on changing employment. People should not have access to
systems they don't need to have access to, and access should be eliminated once the need passes.

Software Security: Viruses and spyware protection must exist both on the individual systems and at the
perimeter. Perimeter protections can include firewalls and e-mail products and services. Companies need to block
attacks before intrusion and catch those that get through as quickly as possible. Remote workers who can be a
huge source of problems, particularly if they are using an inadequately protected VPN (Virtual Private Network)
pipe.

The elimination of spam needs to be part of any comprehensive security plan

Security Maintenance: Risks are always changing and evolving. Security is not a set-and-forget problem. On a
regular basis you need to patch systems, assess vulnerabilities, and upgrade protection to stay ahead of those
who are ever improving their methods to damage your business or access your data. Making sure you maintain a
focus on securing your business.

Consider A Security Service: Most small businesses simply do not have the bandwidth to do security right. Just
as you often use an outside company to install new hardware, or insure your business, an outside firm with the
proper focus on your business segment may be the most important part of any plan. You want to focus on your
business and not spend most of your time worried about threats that are hardly unique to you.

Disaster Preparedness

With the number of global disasters we have had in the last year it is important to extend beyond simple security
and look at preparing for a disaster. Billions are lost every year due to natural and man-made disasters. It has
never been a more important time to consider this as part of any comprehensive security plan.

The Enderle Group studied small-business disaster preparedness last year. We found that only about 20 percent
of small businesses consider disaster preparedness to be important, and only 2 percent of small businesses are
adequately prepared for disaster. These statistics might actually be optimistic.

The potential loss for unprepared small businesses is high. The 9/11 attacks cost an estimated $30 billion, with
over a third of that damage likely to have hit small and medium businesses. The Asian tsunami cost business
insurers $4 billion, and the damage to business was much higher, because most small businesses in the areas
were uninsured.

While replacing physical plant and equipment is important, the loss of electronic assets is what puts nearly 25
percent of small businesses hit by a disaster out of business entirely. In other words, if a small business closes its
doors due to a natural disaster, there's one chance in four that those doors will never re-open again.

But you can be prepared. One of the best documents I have found to prepare a small business for a disaster is
provided free on the web by the Institute for Business and Home Safety and the Public Entity Risk Institute. It is
called "Open for Business " and it provides a comprehensive guide to preparation. It includes the forms you need
to prepare for most disasters, including employee information forms.



Another reference document I've found useful recently is the "Terrorism Insurance and Risk Management" guide,
provided by Business Contingence Planning and Insurance. That document describes how poorly small businesses
prepare for disaster, and the kinds of insurance these firms should consider.

Large enterprises can maintain adequate staffing and competence in this area, with the best having Chief
Security Officers. Small businesses, on the other hand, are just as much at risk, and the loss is vastly more
personal, because the managers and the owners are often the same people. Security management is something
that can, and should, be largely outsourced to others. Spend time finding the right company before the next
disaster shows up on your doorstep.

Rob Enderle is an analyst specializing in emerging personal technologies. He heads the Enderle Group, and has been an IT
analyst since 1994. He spends his free time building computers and playing with personal technology prototypes. He can be
reached at renderle@enderlegroup.com. Contact the editor of Security Pipeline at mwagner@cmp.com. 
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